Cisco SYSTEMS

White Paper

Why Migrate to the Cisco Unified Wireless Network?

Cisco Systems ®is encouraging our customers to migrate to the Cis co® Unified Wireless Network. This paper reviews
the advantages of and reasons for migrating to the Cisco Unified Wireless Network.

CHALLENGE

Organizations want to deploy business-class wisabesworks that offer investment protection andosupmodbility services such as
guest networking, voice over WLAN (VoWLAN), locatiservices and advanced security features. They a®éLAN that supports new
business applications, future technology developsiemd enterprise-class network demands. Netweslgders need to take full
advantage of their existing tools, knowledge, aetivork resources to cost-effectively put their Rivieonment to work to improve the
way they do business. Organizations need to fedldent that their WLAN investments are protecteddaypand tomorrow.

SOLUTION

As the worldwide wireless networking technologyamator and market leader, Cisco offers the indistnpst comprehensive product
line for enterprise WLANSs. The Cisco Unified WirsgeNetwork solution combines the best elementsrefess and wired networking to
deliver the same level of security, scalabilityiatglity, ease of deployment, and management fioeless LANs that organizations expect
from their wired LANSs. (Figure 1)

Customers that have deployed a Cisco wirelessisnlusing Cisco Airon&tautonomous access points, the CiscoWbiiireless LAN
Solution Engine (WLSE), and the Cisco Catdly8500 Series Wireless LAN Services Module (WLSM ancouraged to migrate to the
Cisco Unified Wireless Network to reap numerousdfigshincluding ease of management, scalabilityaaded feature velocity, lowered
total cost of ownership, and mobility services sashVoWLAN, guest access, location services, ahdueced security.

This paper reviews the advantages of and reasomsidoating to the Cisco Unified Wireless NetwoHar guidelines, tools, and
programs to assist organizations with planningrthmgration to the Cisco Unified Wireless Netwopkease read the following white
paperGuidelines and Tools for Migrating to the Cisco fied Wireless Network

Cisco Unified Wireless Network

The Cisco Unified Wireless Network is the industrghly solution that cost-effectively addressesviheAN security, deployment,
management, and control issues facing enterpi$gs powerful solution includes innovative RF caifiibs that enable real-time
access to core business applications and providegIp enterprise-class secure connectivity.

The Cisco Unified Wireless Network is composedivé fnterconnected elements that work togetheetver an enterprise-class wireless
solution: client devices, access points, netwoiikaation, world-class network management, and titylservices. Beginning with a base
of client devices, each element adds capabilisasedwork needs evolve and grow, interconnectir thie elements above and below it
to create a comprehensive, secure WLAN solution.
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Figure 1. Cisco Unified Wireless Network
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Products for the five interconnected elements uhelu

¢ Client devices—Cisco Compatible Extensiomtient devices an@isco Aironetclient devices

e Access points—Cisco Aironet lightweight access poirandCisco wireless LAN bridges

e Network unification—Cisco4400and2000Series wireless LAN controller€jsco Catalyst 6500 Series Wireless Services
Module (WiSM) theCisco Wireless LAN Controller Module (WLCMbr Integrated Services Routers and @igco Catalyst
3750 Series Integrated Wireless LAN Controller

* Network management—Cisco Wireless Control System (WCS)

« Mobility services—Cisco Wireless Location Applianc€isco Self-Defending Networketwork Admission Controland single
and dual mode Wi-Fi phones suchGisco 7900 Series Unified IP Phones
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For details about the features, benefits, and comapis of the Cisco Unified Wireless Network, pleassd theCisco Unified Wireless
Network Overview

Advantages of Migrating to the Cisco Unified Wirele  ss Network
The Cisco Unified Wireless Network delivers advahteatures and benefits that are easy to deplaje,sand manage. By migrating
to the Cisco Unified Wireless Network and deployiigco Aironet lightweight access points with adBisvireless LAN controller,
organizations can experience the following featared benefits:

e Simplified WLAN deployment and centralized managetrfer lowered operational costs

e Easy-to-use, intuitive GUI that minimizes IT traigirequirements

e Fast, easy, automated access point image upgradeafigurations which help ensure network confyilityi and eliminate image
mismatches on the network

 Built-in system planning and configuration tools,veell as specialized deployment tools for mob#igyvices that deliver complete
lifecycle management

e Scalability from one, to hundreds, to tens of ttemas of central or remotely located access pointieliver services from the
smallest to largest networks

o Flexible deployment as a highly integrated netwarrk simple overlay network
¢ Reliable, dynamic RF management that is self-comiing, self-healing, and self-optimizing
« Easy-to-deploy location services that simultangotiakck thousands of devices from directly withie WWLAN infrastructure

e Guest access that keeps the wireless network sestiileeproviding customers, vendors, and partnetis eontrolled WLAN
access

e Cost-effective, real-time VOWLAN, delivering secunetelligent voice services

e Advanced WLAN security and network protection thgbwan integrated intrusion prevention system (IB®) Cisco Self-
Defending Network, and Network Admission ControA®)

¢ Significant savings in operational costs and capitaestments through centralized management aifatation of the wired and
wireless LAN

To learn more about the benefits of this innovasighition, please read the following white pafgenefits of Centralization in Wireless
LANSs via the Cisco Unified Wireless Network

Mobility Services

The Cisco Unified Wireless Network supports new ifitytapplications, emerging Wi-Fi technologiesdaadvanced threat detection and
prevention capabilities. It delivers unified suppafrleading-edge applications such as voice oveAN, location services, guest access,
and advanced wireless security features such atessr IDS/IPS, NAC and the Cisco Self-Defendingadek.

Support for wireless LAN mobility services is buiito the Cisco Unified Wireless Network. By migraf to this innovative solution
and deploying lightweight access points and wiele&N controllers, organizations can cost-effedihienplement these services in
conjunction with their migration plans.

Cisco will continue to develop new mobility senga® empower organizations with mobility solutidhat solve business challenges,
keep businesses competitive, and support anywaeyme connectivity.
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Why Migrate to the Cisco Unified Wireless Network?

Organizations are encouraged to migrate to theoQistfied Wireless Network to increase employeedpiativity and efficiency, gain a
competitive advantage, and provide network usetts avnew level of freedom and flexibility. Sometloé major reasons customers are
choosing to migrate to the Cisco Unified Wirelestwbrk include:

Simplified WLAN deployment—Customers want the simplified deployment capabsitf the Cisco Unified Wireless Network.
The zero-configuration deployment capabilitiestos$ tsolution deliver WLAN capabilities without mdgling the existing routing
or switching infrastructure. New access pointseasly added. Each lightweight access point auticalbt detects the best
available Cisco wireless LAN controller and dowredhe appropriate policies and configuration infation with no need

for hands-on modification.

L ow-cost centralized management—Having better visibility and control of the RF eronment reduces operational costs. A few
to hundreds to tens of thousands of lightweigheasoints are easily managed by wireless LAN otiets, which are centrally
managed by Cisco’ management tool the Cisco WCE.ifthitive GUI of the Cisco WCS allows IT stafféasily configure,
monitor, and troubleshoot the WLAN with minimalitri;mg. Up to 150 wireless LAN controllers and 25@ress points can be
managed by one Cisco WCS.

Reduced total cost of ownership (TCO)—The Cisco Unified Wireless Network helps custonmiisimize the operational and
capital costs associated with managing and depiayieir wireless network. The centralized managérfesiures and dynamic
RF management capabilities of the Cisco Unifiedeléss Network offer significant cost reductions.l@arn more about how an
integrated approach using the Cisco Catalyst 650@$SWiSM or Cisco WLCM can help organizationsesaignificant costs in
ongoing operations, support, and lost productigitgr a five-year period, please read the followirgte papersCisco Unified
Wireless Network: Reducing Large-Scale Enterpriseeldss LAN Total Cost of OwnershandCisco Unified Wireless Network:
Reducing SMB and Branch Office Wireless LAN TCO

Scalability—The Cisco Unified Wireless Network is highly scdéaht supports business-critical wireless servama®ss the LAN
and WAN for deployment of several, hundreds, outfamds of central or remotely located lightweigitegs points in the campus,
branch offices, remote sites, and outdoor locations

M obility—The Cisco Unified Wireless Network delivers advahow®bility through intersubnet roaming that is soped without
client software. This facilitates device managenwetit no required changes to the core routing siftecture.

L ocation services—Organizations that need visibility into the RF eonment are embracing the location services aailalthe
Cisco Unified Wireless Network. Cisco location seeg support simultaneous tracking of thousand¥iefri devices from directly
within the wireless LAN infrastructure via ti@sco Wireless Location Applianc®/ith location services, an organization can
enhance business applications, improve productanity support critical applications, such as higlweasset tracking, location-
based security, enhanced network management, aikelsa policy enforcement. Customers and partrsersiso use Cisco’s
freeLocation Appliance APto deploy new and important business applications.

Secur e guest access—The Cisco Unified Wireless Network supports simetifconfiguration and deployment of guest access

for customers, vendors, and partners. Guest agugemses company productivity, facilitates realeticollaboration, and helps
companies be more competitive in today’s anywhesngtime business climate. With Cisco’s guest acsehsion, internal user
traffic is segregated from guest user traffic udttigernet over IP (EolP) tunnels and VLANSs. To fearore about secure guest
access, please read the white pafiehieving Business Goals and Enhancing CustomeatiRekhips with a Secure Guest Access
Wi-Fi Network

VoWLAN—The Cisco Unified Wireless Network supports coseafve, real-time intelligent voice services acras end-to-end
Cisco network. Organizations can use the CiscoiethifVireless IP Phone 7920 or other Wi-Fi phonéh ttiis solution. To learn
more about VOWLAN, please read the white papensting Business Mobility and Responsiveness thighCisco Unified

Wireless Network
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e WirelessIPS—The Cisco Unified Wireless Network leads the indust delivering enterprise-class, standards-bagegless
LAN security and intrusion prevention. The solutsupports flexible security policies that adapthanging corporate security
needs. For example, with Cisco’s IPS, a Cisco acget, in conjunction with Cisco WCS, can deteatalicious attack from an
associated wireless client device and send shuwrestg|to Cisco wireless LAN controllers, to disatse the client device. The
Cisco Unified Wireless Network’s IPS integrateshatthie Cisco Self-Defending Network and NAC to limiitmage from emerging
security threats such as viruses, worms, and spy.Wa learn more about wireless IDS and IPS plezese the white paper:
Addressing Wireless Threats with Integrated Wirel&S and IPS in the Cisco Unified Wireless Network

¢ Wireless mesh networking—The Cisco Unified Wireless Network supports deplepbof a Cisco wireless mesh networking
solution that uses lightweight outdoor mesh acpessts. This outdoor solution supports enterprampgus to metropolitan-scale
outdoor Wi-Fi networks, using the same Lightweightess Point Protocol (LWAPP) architecture as Ciadoor lightweight
access point deployments. Customers can maximi&eWLAN investment by using their existing wireelsAN controllers and
the Cisco WCS to centrally manage both the indodr@utdoor WLANS to provide seamless indoor andioot connectivity. To
learn more about wireless mesh networking pleaase ttee brochureCisco Wireless Mesh Networking Solution Overview

¢ Advanced feature velocity—Customers are migrating to the Cisco Unified WislBletwork for the wide array of feature
enhancements that are planned for the solutiontampdoducts.

SUMMARY

The Cisco Unified Wireless Network supports theustdy's most comprehensive product line for enisgp¥WVLANS. It combines the best
elements of wireless and wired networking to delsecure, scalable WLANs with a low total cost whership. Cisco will evolve the
Cisco Unified Wireless Network to support new besimapplications, WLAN technology developments, emeérprise-class network
demands.

Cisco customers are encouraged to migrate to thep@inified Wireless Network to enjoy the advanfaadures of this innovative
solution. Customers that migrate to the Cisco @difiVireless Network will immediately experience rmunous benefits including ease

of management, scalability, advanced feature violciwered total cost of ownership, and mobiligndces such as voice, guest access,
location services, and enhanced security.

Cisco will help to ensure customer investment potide for the Cisco Unified Wireless Network thrdufield firmware upgrades,
software upgrades, and careful attention to fubharelware requirements. Customers can feel confithantvith Cisco, their WLAN
investments are protected both today and tomorrow.

FOR MORE INFORMATION

Contact your local account representative or #tlocations below for more information.

For more information about the Cisco Unified WisdéNetwork, please visitittp://www.cisco.com/go/unifiedwireless

For more information about Cisco wireless produgksase visithttp://www.cisco.com/go/wireless
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